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There is nothing more difficult to carry out nor raaoubtful of success, nor more dangerous to hegrilan a new

order of things
Machiavelli

Abstract

Network Centric Warfare (NCW) will challenge Deferg assumptions about the individual and collective
employment of people in delivering effects. Thecass of NCW rests on the idea that informatiomiy aseful if

it enables more effective action. The key to theceas of NCW is not the technology, therefore thatpeople who
will use it —the Human Dimension

The human dimension is based on professional nyasted mission command, and requires high standaids
training, education, doctrine, organisation, aradérship. The dimension is about the way peoplalolate to
share their awareness of the situation, so that ¢he fight more effectively. It requires trust Wween warfighters
across different levels, and trust between warfighaind their supporting agencies.

The Human Dimension of NCW is complex and diffictdt conceptualise. Most other defence forces ardbed
world are struggling with the issue and have yeddbieve any real break throughs. Understandaittlg, progress
has been made in the Australian defence Forcenlat@mpt to harness disparate efforts and to gémnesome
forward movement, the Chief of the defence Forceemdy appointed Head Defence Personnel Executive
responsible for the control and coordination of &\@&WV Human Dimension.

HDPE is to explore the human dimensions of the adgted force and develop for the ADF a detailed usiaeding
of how to achieve the greatest synergy betweersystems and our people, HDPE is to then use tfasniation to
initiate changes that will optimise education, rirag and development; information sharing and talfation;
organisational structures and command and control.

1 Introduction

The ADF, like many of its allies, recognises tha€\WN is about enhancing its war fighting capabilifyhe
operational benefits of NCW are widely acceptechimithe ADF and much work has already been compl&ie
establish the network that will ultimately link tleeganisation’s sensors, decision-makers and weapstems. This
work is guided by the ADF's NCW roadmap, which méb the key actions needed to exploit the extensiv
opportunities that NCW offers the ADF.

There remains, however, a significant challengé miast be overcome before the NCW concept beconmneality
in the ADF. This challenge relates to the very cofethe concept; the potential NCW offers to improv
collaboration, planning and decision-making in orttegenerate a superior understanding of thedsgitice. In the
end, NCW is people centric, using technology tdodmaur people to do things faster and better. &eelittle value
in generating quicker and better information ifldes not lead to more effective action. The ultamsiiccess to
integrating NCW in the ADF is centered on a matumeerstanding of how our people think, make denssiand
interact with others in a networked environmentdenhstanding the human dimension of NCW and pregawiir
people for their key role is a significant challeng



MAJGEN Mark Evans, the Head of the Personnel Exeeuhas been given the essential task of explotfireg
human dimension of the networked force and to agvédr the ADF a detailed understanding of howdbiave the
greatest synergy between our systems and our peldpl@GEN Evans understands that in order to achtbee
synergy needed he must educate, train and deveiopemple to become efficient networkeasd rapid decision
makers. Moreover, he must help the ADF organisecmimand and control the force differently to thduich it
has done in the past. He also understands hekegsrale in preparing the ADF for the resultantog to its social
order; its values and norms, its power and authaaitd its groups and networks. This paper outlimas MAJGEN
Evans intends to achieve this and therefore erthbl&DF to generate the superior operational efiectised by
NCW.

2 Background

In 2004, the ADF embraced the concept of NCW thiotlie release of ADDP D.3.Enabling Warfighting:
Network Centric Warfare The release of this paper led to the creatioh@®NCW Project Office (NCWPO) within
the Capability Development Group (CDG), to overseedevelopment of NCW capabilities.

With ADDP D.3.1 as its foundation, the NCWPO rekthdhe NCW Roadmap in 2003; followed by a revised
addition of the Roadmap in 2005The NCW Roadmap outlines the steps by which tBé Avill become further
network enabled and is a guide to the ADF discageend exploiting the opportunities of NCW. The Baap
established four key actions to set the ADF orrdlael to becoming an NCW force. These actions are:

Set the NCW-related targets and milestones foADE,
Establish the Network,

Accelerate the process of change and innovatiah, an
Explore the human dimensions of the networked fbrce

coop

3 Principal lines of operation

The importance of the human dimension to develogngNCW capability is well accepted, but unforthatit
remains the least understood and researched dahdi@W. The difficulty conceptualising the humamgainsion,
and its complexity, is arguably the reason it lekefi behind NCW related materiel enhancements inefaistralia
and also amongst our allies. The fact that materibancements alone will not generate the desiission effects
is well understood, but coordinated work to linkeefively doctrine, organisation, training, matérieadership, and
personnel enhancements, for example, has beenh&osvin Australia, and it has proved difficult tod useful
models overseas.

A good example of the challenges that materiel robiments alone provide the force can be foundenAbF’s
recent experience where an artillery regiment wawiged a new target designation system (TDS). TU38s
position and navigation subsystems to combine mgtdm a laser rangefinder, inertial navigationtu@PS
receiver and a motion sensor to provide self-locathavigation and far target location data. TheSTéhables the
data to be automatically formatted within a firgogart tactical data system and sent directly tam gesulting in
automated gun laying. The TDS is typical of theseershooter network that characterises the NCWrenrient.

The technology challenges a number of paradigmbinvihe artillery unit. First, most obviously, thmit must
develop new individual training, education and depment (ET&D) packages to introduce the systemwilltalso
need to prepare its members to operate at highelslef tempo. Second, it challenges the unit'atiehships. The
automated sensor-shooter link bypasses command patsiin the unit and enables the integration diraader
range of sensors to that which the unit has prelWoutilised for target data. Third, it challengtee unit’s fire
control mechanisms with options now being preserntedemove layers within the organisation. Finallie

1 HDoFW Research Team, 2005, Thensition from Network-Centric Warfare to Netwarkzentric Warfare: Outcomes of the Human DimensibRuture Warfighting Task
p4, piii

2 http://lwww.defence.gov.au/strategy/fwc/docuraBEW_Concept.pdf

3 http://intranet.defence.gov.au/CDGWeb/sitessfdocs/ncw_roadmap%20%28released%206%200ct%200p&629

4 Department of Defence, 2006CW RoadmapForeword p v.



organisational structure itself is challenged, vitib identification of redundant fire control andta computation
elements, and with the realisation that TDS enatpleater options for task organising individual gun

The ADF will therefore explore the human dimendiorough four lines of operation:

Education, Training and Development;
Relationships;

Command and Control; and
Organisations.

cooyp

4 TheHD NCW campaign plan

ADFP 9Joint Planning defines a campaign as a controlled series of simebus or sequential operations designed
to achieve an operational commander’s objectivamatly within a given time or space. This matchee t
requirements of progressing the HD NCW, which gedes of interrelated activities, being conduatedcurrently

or sequentially, with multiple agencies efforts ugipg synchronisation to ensure a successful ené&coThe
outcome desired is that defined by CDF in his Missstatement (provided at enclosure 1.)

The HD NCW Campaign Plan will address the followl®QF directed and implied tasks:

Directed Tasks Implied Tasks

Explore the human dimension of a Networked Force  FARust understand NCW concepts

Develop understanding of how to achieve synerdgersonnel must have skills and values for:
between people and systems

Initiate changes to optimise a. Informatioarsig
a. Information sharing b. Collaboration
b. Collaboration c. Rapid decision making
c. Organisational structures d. Procegsiformation rapidly
d. Command and Control e. Outcomes musidyze superior operational
effect

The campaign plan is not being developed in ismfatof other ADF NCW related developments with its
development linked to the NCW Roadmap Developmattifand the NCW Implementation Pfan

The campaign plan has also been influenced byeeklaisearch recently conducted in the UK, US arstrAlia.

United Kingdom. The UK has conducted an extensive amount of wtdkthe development of a Network Enabled
Capability Competency Framewdrk his work details individual and group competescpertinent to operating in
a Network Enabled Environment.

United States. The Office of Force Transformation (OFT) has ducted a series of Case Studies on recent
operations, which for us highlight the benefitsNMEW and provide useful insights into how betteriritegrate
people and systems. These case studies includduhimational Interdiction Force and the 3rd InfanDivision’s
deployment to Iraq. Transformation case studies ameducted to ascertain whether an organisatioisedi
practices that maximised the tenets of Network @erdperations (NCO) and whether the applicatiorttefse
practices lead to an increase in mission effecégenThe case studies use a standard methodolaighah been
established in the American Institutes of Rese&eport “Force Transformation Case Study Methoddldgy

Department of Defence, 199%DFP 9Joint Planning,

Department of Defence, 2006CW Roadmapp18

http://intranet.defence.gov.au/CDGWeb/sites/N&@WHocs/NCW _Integration_Plan_v1.8%2012%20Dec%2@@5.d

UK DoD, 2005Competencies for Defence Networked Informationrénwments Ver2,

SPARTA Analysis Group, 2008 ultinational Interdiction Force Naval Operations the North Arabian Gulf Littoral 2002-03pg1

© O N o O



OFT also commissioned the RAND organisation to cahén NCO Case Study on the Stryker Brigade Combat
Team (SBCT). This case study differs from the pyasimentioned studies because it was conductedciosad
environment. Using a broad range of measures ettfeness, the authors compared the performaneeS&ECT
with that of a non-digitised light infantry brigadie certification exercises at the Joint ReadinEssning Centre
and found that the SBCT’s superior networking cdjis, superior shared situational awarenessedpef
command, and ability to control the speed of conunaastly improved the brigade’s performance in ¢hes
exercises. Using NCO measures of effectiveness,ahalysis shed light on the NCO capabilities thatle the
SBCT a more agile and effective combat fofce

Australia. The ADF has already sponsored useful researciheitD NCW. DSTO has released several research
papers including:
a. DSTO-CR-XXX The Transition from Network-Centric Warfare to Netker-Centric Warfare:
Outcomes of the Human Dimension of Future Warfighiiask
b. DSTO-CR-0373The Network Centric Warrior: The Human DimensiomNetwork Centric Warfareand
C. STR 03/242 Human Dimension of Future Warfightifidie Challenge of the Seamless Force: Views
from the Battlespace.

5 Concept of operations

The campaign plan will progress our understandiitgimfour lines of operation. A Human DimensionsdRarch
Steering Group (HDRSG) will be formed to directadete HD research tasks and transformational cstselses.

The research outcomes will be packaged into talloeports that will provide a knowledge foundatfonthe ADF

to utilise in developing its NCW capabilities. Iinetlater phases of the plan, the HDRSG will coatdirresearch
and analysis of PMSA activities and the conduatpdrational case studies, to provide developmentifack to the
services for further HD NCW development.

Concurrently, a Human Dimensions Fundamental Inpu@apability Working Group (HDFIC WG) will develogp
HD NCW Compliance Checklist to be used throughbet €apability Development Process. This will enghed
the ADF’s new capabilities maximise the Human Systénterfaces and exploit Human Dimension benefits.

An Education, Training and Development strategyl wé implemented to raise ADF personnel’'s awarerdss
NCW and to educate future leaders on NCW concéjiits. strategy will be informed by ongoing researalttsat
later phases that deal with leadership developlediindividual and group competencies can be dedign

Underpinning the above is also a change managestmtegy, which will ensure that the ADF embrades t
cultural, social and organisational changes thatine occur to enable a transition to an NCW Sessff@rce.

6 Summary

The ultimate success to integrating NCW in the ABFentered on a mature understanding of how oaplpe
think, make decisions and interact with others metworked environment. Understanding the humaredsion of
NCW and preparing our people for their key rolaisignificant challenge. MAJGEN Evans has beenmgihe

essential task of exploring the human dimensionhef networked force and to develop for the ADF #aitked

understanding of how to achieve the greatest synieetyveen our systems and our people. He is irptbeess of
crafting a campaign plan that will ultimately resial significant change within the ADF.

By 2020, the campaign plan will have delivered &gnanent between our people and our systems toeaeha
superior operational effect. The ADF will have aeshoptimal organisational structures and C2 fraorks to
deliver the full potential of NCW. ADF personnellwinderstand the concept of NCW and they will pessthe
requisite knowledge, skills and values needed tablencollaboration, information sharing and rapietidion-
making. They will be able to process informatiopiddy within a network. The ADF will have maximisate
potential of its people within the NCW construfct.

10 Gonzales. D [et al.]. 2008etwork-centric operations case study : the Strgsgade Combat Teanp18-19
11 Air Chief Marshal Angus Houston, AO, AFC, 20@DF's Intent Statement for the Human Dimension GTW
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