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Abstract

A key aspect of preparing for effective Coalitiopesations is the development of Capability (inchgli
contributions from across the Defence Lines of D@waent) that can remain effective despite the lehging
context of agile network-enabled Coalition forc&sich forces are implied by the ‘comprehensive apgroto
operations.

This paper will discuss a collaborative effort beém UK and Australia to introduce a sufficient eg@ntation of
agile, networked, multi-cultured forces so thatfair' trade space’ can be generated to support kegnmg
processes. The collaboration will combine two extandels, DARNOS and STORM. Australia’s DARNOS (The
Dynamic Agents Representation of Networks of Sysyeaims to provide modelling and simulation supgort
analysing the operational effectiveness of a netawrforce (a team) with special focus on the impzcsocial
structure (command and control or networking sttt This will be combined with the UK's STORM (So-
technical Team-working for OR Modelling) to giveadysts the additional ability to evaluate how fastsuch as the
prior experience, socio-cultural mix and work comtmay contribute to the overall performance of tiedworked
force. Of particular interest is the dynamic bebaviof performance as teams form and re-form iagite way to
match emerging Coalition tasks.

1 Introduction

At the operational level, the success of Networkt@e (Enabled) Warfare depends fundamentally @nathility to
achieve effective collaboration between distributsin members (operators and warfighting capas)itby taking
advantage of superior information networks. Thisndeds not just the ability to communicate and share
information freely and effectively, but also theildyp to successfully share an understanding ofeotteams
members capabilities and world views, of the taskl #s dependencies, and of the situation (the comm
operational picture). As well as a mature mutualaratanding, a common trust amongst the operatarstical to
enable commitment to cooperative action. [1]

A number of key elements have to be in place féorae to be capable of agile mission grouping (AME&pr
example, it needs to be supported by the right neldgies, such as the right communication netwonkl a
bandwidth; the right command and control (C2) dtiee and the right information network architecfutee right
doctrine and culture; and the right people. A motsereflection soon reveals that supporting decisimaking
across such a broad combination of issues predaugechallenge to the analysts. The problem bes@wen more
formidable in coalition operations, in which prigperational knowledge of one another, as well && foaining and
exercise may not have been possible.

As the UK Vice Chief of the Defence Staff said @03, "NEC will have profound implications for ouutfire
command and fighting capability... there will ngedbe significant activity across all Lines of D&@ment if we
are to ensure the successful implementation of NERere will also be a need to address multinational
interoperability in parallel with the Joint dimeasiof NEC."



Facing the highly complex interplay between thdsenents and the competing demands on resourcesniodarn
networked force, it becomes apparent that mosbmnaltidefence forces have to make investment tréfidaroorder
to achieve highly effective networked capabilitiesth across their own forces and in coalition vétled forces.
The need to determine, with a reasonable degreatiohality and accuracy, the right trading-spamed particular
defence force will be a particularly serious chadje for senior decision-makers in most defencesfarc

Some of these analytical challenges may be alledith an extent with the help of modelling and datian. A
carefully designed modelling and simulation toah ¢ave analysts the freedom to explore a rangssfds over a
wide parameter space, finding possibly the locakima (minima) here and there, in order to provide senior
decision-makers a number of possible options fanamavring in a quite often narrow trading-space.

This paper will first discuss in more detail sigeéint challenges related to the existence of dyodaeam forming in
a context where teams may have difficulty achievirlgmaturity, linking these both to effectivenessnsequences
and to factors in the team composition, context s that shape the phenomena. We will then descdme
recent developments in models in both DSTO and fDstiddressing some these issues.

2 Significant challenges

UK Defence Policy is now focused on “deliveringdlale forces able to configure to generate thetragpability in
a less predictable and more complex operationafr@mwent. This will require us to move away froomplistic
platform-centric planning, to a fully “networked ayled capability” able to exploit effects-basednpliag and
operations, using forces which are truly adaptablpable of even greater levels of precision anudha
deployable” [2]

The Australian Defence Force (ADF) similarly seeksetwork centric, agile capability. In additionrerognising
the key role played by information and communiaatiechnologies, the ADF places great emphasis emdie of
the human operators [1]. As the Australian Chief Di#fence Force, Air Marshall Angus Huston, statad i
2005,"There are the strict systemic protocols betwsensor, shooter, the command and control systechthe
people that utilise them. But the key to NCW is tbkationships engendered by people through thé net

Agile Mission Grouping (AMG) is a solution stratefyy cope with: a) an increased dynamism in the atjmars
space, making it less practical to pre-ordain mmisgroup composition and way of working; and bjlesire to
make best use of fleeting opportunities to achieseful effect that arise without warning. The cquiagf AMG has
been enabled by advances in information networking,the act of implementing AMG in practice wikerely
challenge Command and Control capability well beytre Information Domain, particularly in a coaliticontext,

In typical defence analysis, military forces areated as formal organisations characterised byogerand task
orientation, coherent goals, established structwe®rmined roles and rules, shared culture, epi@ommitment
to act, and stability over time. To effectively emstand and assess AMG requires the analyst tonsider this
formal view. By analogy to the shift in decision kiveg analysis from rational choice towards natwtadi decision
making [3], the conception of organisations needpay more attention to informal characteristicshsas social
network orientation, multiplicity of unshared gaad&l hoc structures, emergent roles and rules,iptaultultures,

varied levels of commitment, and adaptability otiere.

At the core of even the most professional militeegm is a human collective whose behaviours anedied in a rich
mixture of social and cultural influences. Formatttines and ways of working, acquired through mership of

organisations and institutions, are laid on topirdbrmal, acquired practices that derive from atlihe of

experiences. Such experiences arise from famayalifd from membership of a variety of social groups

Acquiring new collective behaviours takes time. fieaneed to interact in order to mature their kndgéeof how
to work together to formulate and achieve sharealsgoreamwork and task work skills are developadubh
practise and repetition, as is the trust necessaailow committed participation, particularly iisky contexts.

The research of Tuckman and Jensen [4] identifiages of team formation and maturing, each assatiaith
significant challenges as team members seek to lafevkey shared understandings. The stages in the
Tuckman/Jensen team maturity model are Formingindtg, Norming and Performing. Later versions add a
Adjourning stage, recognising the temporary natofemany teams. In a further extension to the comstr



Mathiesonet. al. [0] has added Transforming in recognition of thetfthat AMG will involve teams which adapt
and change in composition, context and/or taslgassent.

In the Forming stage when the group is establistiéglimportant that teams agree on collectivelgioground rules,
roles, and responsibilities. This communicationuees that each team member understands why thethare,
what is expected of them. AMG in a coalition comtespecially where team members come with diffedefault
command styles, can prolong the formation of ctillecgoals and acceptance of team membership. deelo
coalitions, where even strategic goals may notullg $hared and multiple goals are normal, ambigsiitontinue
into the Storming stage.

Storming is a conflict stage in the team's life @ad be a very uncomfortable period. Members bargéh each
other as they try to sort out what each of thenividdally, and as a group, want out of the grouglividuals reveal
their personal goals and frustration and disagre¢ruese on issues of leadership, power, contral, iafluence. If
the team members do not share clear understandfrtgsir respective roles then these need to bifieththrough
time-consuming interaction. During this time thartelearns how to work together, drawing on theamtesorking
skills and any commonality in their cultural backgnd.

Once the group dynamics are fairly establishedNbeming stage focuses on the goals set during feamation
and how they will accomplish those goals. Membeustnecommunicate to determine priorities and assesswell
they are operating as a group. The members of éhm tdevelop ways of working, closer relationships a
camaraderie. The questions of who will do what had it will be done are addressed. A shared unaed#tg of
the task at hand, its dependencies and requirememtisof the resources available to the team,iigalrat this
stage. Working rules are established in terms ofnscof behaviours and role allocation. Where teaemibvers do
not already share well rehearsed norms, perhapsngofmom quite different parent organisations, @ipl
communication and strong leadership will neededidoelop effective working practices that achievedydask
performance.

In the final Performing stage the team begins t® e success of working together as a group. Rtivity

increases as workers are empowered, fewer condlitcde, and more time is focused on achieving dibjes: Belief
in the team concept is strengthened, greater isugizen and received, and coordination can incloee implicit
and anticipatory elements. Mature teams are albe tmore creative in adapting to changing circuntsta without
the need for as much explicit interaction and @plng.

In an AMG context it may be assumed that many teaithemever reach full maturity and those that daymeed to
undergo changes such as adding or losing membéesyaesources, taking on a new mission, or bregakntirely.

Change will usually result in the team regressim@n earlier stage of maturity, requiring them e¢cagnise the
changes and revisit challenges more than once.

The causes of variable team maturity are variossara their consequences. Less mature teams wi#searily
expend more of their time and energy on teamworkictiyities and less on the task in hand. This vifbact on the
efficiency with which task work can be done, areeffcompounded by lower collective skill in taslkeedtion.

Alongside the task performance effects of matudtye should expect to see teams adapting theivimeha to their
capabilities. Recognising their limitations, immatteams who have the choice may seek easier @mskhpose to
perform them in ways that require simpler coordoraprocesses. Similarly, team organisation mayatiareduce
the effective difficulty and richness of the tagkis is essentially the same effect recognised ytaderg [6] in his
discussion of organisational form arising in resmoro task and environment complexity and organoisat
composition.

However, while Mintzberg’'s forms provide a powerfgéneralisation of adaptation in organisationalfothe
theory based is not strong enough to provide abigialgorithmic prediction of a team’s task bebaviin the
context of mal-adapted organisations or ones stilthe process of adapting. Without such an alborjt the
appropriate analytic approach is to treat team t@atiap as a control variable and to systematicafigess its team
performance impacts. Factors in team compositionfext and in the team’s task that may arise fralapgation
will be considered as scenario variables.



Team composition factors represent the culturalgusition of the team, particularly the coherencesadial and
organisational cultures and the extent of perseaalalisation between team members. Task skilks ‘&how-how’
of task performance), teamwork skills, leadershigesand organisational coordination style are &eyg factors
associated with the team itself. Task factors ieltask difficulty, richness and novelty. Conteattbrs include the
quality of the team’s goal and situation briefgnteco-location, and the adversary environment iickwvthe team
must operate.

These factors and their predicted impact on tearfopeance are discussed in more detail in Tiddaal. [7]. In
order to assess the implications of team adaptati@se factors will need to be subject to a syatEnsensitivity
analysis. A proposed method for sensitivity analysidescribed in ShibiMaet. al. [8].

Since many of the factors to be studied have inspadtich will be dependent on the specifics of canté is
necessary to define a scenario within which to cehdnalysis. The next section outlines a suitaigalition
scenario, with the scope to allow a suitably brzextior assessment.

3 A coalition operation scenario

To put the above discussion into context, we dbeca variation of a scenario developed by UK anslfer a
NATO research group (SAS-050 [9]), which is thembined with an Australian scenario. The scenariopises
a humanitarian operation, involving the UK and Aalh as coalition partners to provide supportitbagencies in
a third world country. The familiar setting of Ukhé Australia working together has the advantagéeifg a
relatively simple place to begin our discussionjoitcan then evolve into a more complicated situativith the
participation of a third-world country.

The scenario begins with a powerful and aggressiwmtry, Tetlovia, invaded its neighbour, Keswoniéth the
aim of capturing Keswonia’'s deep-water port, PatW, and the largest city of Keswonia, as welb&ing control
of the entire Keswonian East Coast with the Indimean. This could have serious impacts on botltonegiand
international trade routes.

The Keswonian army is putting up strong resistamaiethey are not expected to be a match for thehnigger
Tetlovian army in the long term. Meanwhile, a hdgenanitarian crisis begins to emerge as Kesworgfugees
escape the advancing Tetlovian army and move tawBait Kesw. The Keswonian government seeks urgent
intervention and humanitarian assistance from thiéged Nations (UN).

The UN passes the appropriate resolutions and tevith Australia offer to form a task force, based forces
currently taking part in combined exercises in arbg region, to provide military protection to ttefugee camps
and UN aid supply and workers.

The government of San Serriffe, an island statatémt not far off the coast of Keswonia, offerechéoused as a
base for Australia and UK operations in suppott/df resolution.

As the UK and Australian forces moved from theestat combined exercise to the formation of a hutaaiain

intervention coalition task force, a joint HQ ig sp in San Serriffe to coordinate both logistippart to the UN aid
supply, such as providing land transport to thegeé camps, and the military protection of thege&camps, UN
aid workers and the UN supply line by sea, as asllPort Kesw. The military protection becomes dsseas

Tetlovian air force tries to intimidate the UN auhching air raids against refugee camps and UNIg&hips.

During the initial stage of the operation, the maarticipants are the Australian and UK forces vibous on
stabilising the humanitarian situation and providilogistic support. Later on, as the operation beE® more
intensive, and with more CTF troops on the grouhBeswonia, Keswonia officers joined the CTF HQptovide
the operational knowledge of the local force aslwasl local information and custom. The introductiminthe
Keswonian officers represents the transforming eldshe team.



4 Modeling response

The following sections discuss our attempt at cannigi the DSTO DARNOS model and the Dstl STORM
algorithm into a single simulation package known RARNSTORMS that will support analysis across a
significantly wider scope of the capability tradsase than hitherto available. We will use our demliscenario to
illustrate the underlying concept of applying DARNIRMS.

41 DARNOS

One attempt at redressing the analytical probleasshieen the development of tbgnamic Agents Representation

of Networks of Systems (DARNOS) modelling and simulation tool, which wasginated by the Defence Science
and Technology Organisation (DSTO) and jointly deped with KESEM International. DARNOS [10, 11, 18Ja
modelling and simulation system that has been desigin the first instance, to allow the Australidefence
analysts to carry out comparative analyses of dip@s in the NCW context with a special emphasistios
dynamic management of the information environment 2. DARNOS achieves this by taking an orgarosati
oriented approach to modelling the dynamic intéoast between players in a networked organisatidmgres the
impact of different C2 and information network stures on the operation of the organisation (e.geaan or an
AMG) can be most significant.

Therefore, DARNOS is well suited for studying traafé problems such as whether the Australian DedeRorce
(ADF) should invest more in network technology wersveapons with greater fire power; or to investario niche
capability with the aim of working more effectivalyith coalition partners.

42 STORM

STORM is an algorithm developed by Mathiegbral. [0] that combines the Tuckman’s team maturity pesc[4]
with Noble’s theory of knowledge enablers [13] teate a bridge between the social and culturalachearistics of
the team, from which variations of knowledge arewé&, and team performance, based on maturityivel¢o the
task.

The work of Noble is founded in transactional meyntiveory, which emphasises the role of team memhbsrs
knowledge resources, effectively external memonytfeir colleagues. Tuckman’s team maturity modah de
interpreted as a process of acquiring knowledgeaiious categories to enable the team to perforte)é&STORM
integrates Noble with Tuckman to model the dynad@gelopment of a team from first formation to foihturity,
and the impact on this progress of changes to teamposition, context and tasking.

Thus, STORM can be added to an extant model of eaivity and extend its capability to include ksgcial and
cultural dimensions relevant to agile coalition igti®ns.

4.3 DARNSTORMS

DARNSTORMS is a collaborative project that aims dombine the organisation/team formation modelling
capability of DARNOS with STORM's ability to modétam maturity and performance as a function ofedift
degree of knowledge each team member brings téetir@, and the effect of prior knowledge that teaemivers
have of each other.

The key to the integration design of DARNOS and &Mis a set of variables, known as settables, wfoci in
effect the interface between DARNOS and STORM. Ieiraulation, these settables will be used to exghan
information between DARNOS and STORM about the teamposition (who the members are; how good they
know each other and their experience and expertisg the nature of the task relative to the texperience, team
maturity during the simulation (the unfolding oethcenario) and so on.



In the following sections we will use our coalitioperation scenario to illustrate how STORM ancdbatmodel
like DARNOS may be used together to explore theaichf team member knowledge and their (prior) Keodge
of each other may contribute to improving the tgarformance in a coalition environment.

4.4 Moddingof real lifeHQ

In view of the discussions in Sections 2 and 3 abave can now explore several possible variatidnteam
maturing process in the CTF H&): many of the officers from both countries have keat together before in action,
such as in the Gulf Warb) at least some of the officers from the UK and thal&@ forces have worked together in
joint exercises and have a good understanding af ether's methodologies and cultun};none of the officers
have worked together beford) any of the above with and without socialisatianside of work shifts (off-task
socialisation); ané) the introduction of the Keswonian officers intetCTF HQ.

It is clear that the first case has the best chafiggroducing a team that can work together eféetyi in a short
space of time. If additional opportunity of off-kasocialisation is included, one would expect #wnt to mature in
the shortest time possible. Whereas, on the othadhif none of the officers have met each othdoreeand
originate from different command cultures, the 8timg process is likely to be longer and more dificwith many
differences and conflicts to resolve. Furthermdrthe officers have little or no opportunity tocalise out of work
shifts, the Norming process will also take longgne overall consequence is that the team, leftstown devices,
may take much longer to mature and perform effettiv(Of course, a number of possible interventidosth
technical and organisational, could be deployedase team maturation and the DARNSTORMS development
aimed precisely at allowing assessment of suciviatgions.)

Finally, the appearance of Keswonian officers wiltiate an entirely new process of transformintgrsing and
norming. Both this new process and the workingsadfi-nation HQ will probably represent a more isal
situation in today’s world.

45 Scenarioevolution in DARNSTORMS

Having established the context of the scenario thedpossible team combinations in the CTF HQ, wa twr
attention to how DARNOS and STORM may be used twgeto examine different ways this UK and Australia
coalition partnership may unfold based on differel@ arrangements, different prior experience imtj@xercise
and posting, and different scenario assumptions.

In a DARNSTORMS simulation, DARNOS will begin byrfoing the entire Coalition Task Force (CTF), and in
particular the members in the CTF HQ who will wadgether to direct the operations. Within the H@sdxd on
each member’'s experience, knowledge, skill andrpkimowledge of one and other, DARNOS will provide
parameters on team composition and task that anbioed with context parameters to set the inita@les of the
settables, which are used in STORM to calculatetéhen maturity and performance parameters overiadgef
operational time (e.g. days or weeks). Upon conpietf the STORM calculation, STORM feeds the miguevel

to DARNOS in order to determine the level of skiflsa the proprietary Expertise Blocks) with whitte team
members in the HQ perform their tasks. DARNOS wi#n carry out the calculation of the next taskebasn the
(improved) knowledge and skills.

4.6 Thesocial and cultural consequences

Let us now examine in greater detail how the scaial cultural aspects of team dynamics, and thgiact on team
performance, are modelled in DARNSTORMS via théafdés.

In the scenario described in this work, the majoat team forming and storming activities is exgecto have
occurred in the HQ in directing the logistics opienas in the early stage of the operation, durirtgclv there is
relative peace and the officers will have the opptty to get to both work and socialise togetheayn each other’s
culture, skills and knowledge. Based on the initialues of the settables, STORM calculates thel lef/é¢eam

maturity based on the task difficulty and skilkla¢ end of this period (e.g. a number of weeks).



At this point, the settables are updated to indith¢ new level of team maturity, and the inforomais passed on to
DARNOS for evaluating the performance of the teanthie next phase of the operation. For example, teaw
Tetlovian air force may have increased its acteitiposing an increasing threat against the refogegps, the UN
air supply line and their workers. In response, Weand Australian maritime and air forces work lauilding up
their air defence capability, increasing air patod interception.

The real test of the team maturity will come at ¢higical moment when Tetlovian Air Force launclsésalth raids
against Port Kesw and UN aid ships using terraiskimg. The level of team maturity achieved withie ICTF HQ
will determine the team performance in directing #ir defence operation.

In summary, the team forming and storming phasésisnscenario happen during the relatively lowgenbuild-up
phase of the operation. STORM calculates the nduegaof the settables at the end of this and infoBPARNOS
of the team’s new skill and knowledge set, with ethDARNOS will now evaluate the operational perfarme of
the CTF in the high tempo phase of air defencerstjétne Tetlovian air raids.

5 Summary

In this work we have described some of the imparthiallenges facing both the UK and Australia im mspective
implementation of the concept of Network Enableérn{ttic) Warfare. In particular, we have discusdesirieed to
find an optimal solution in the investment tradesp The UK adoption of the concept of agile misgjoouping,
and similar approach taken by Australia, have amomemphasis on understanding the role of humaratgs in
a networked force, and their interactions, botfaino-located environment and via the informatiotwoek. The
DARNSTORMS project being jointly developed by DS&@hd DSTO is an attempt to use modelling and sinmuiat
to examine some of the human issues that may emertfee implementation of the concept of agile maiss

grouping.
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