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Abstract

NCW is currently the “dominant logic” (Schmidtche2005, p.9) of military operations - a major cortcep
platform from which modern militaries will addreske challenges of future operating environments. In
Australia, NCW is considered a kegpability enablera means by which to enhance the overall warfighti
effectiveness of the ADF. The AustralisiCW Roadmajsolated two dimensions of NCW. The first was the
network dimensignreferring to the physical systems providing canivity between sensors, commanders and
those involved in engaging the adversary. The rotlimension articulated by thRoadmapis the human
dimension(Australian Department of Defence, 2005). To ddte,vast majority of work in the NCW domain
has been conducted with the network dimension imdmin contrast, efforts to progress the humaredsion of
NCW are still embryonic.

Over recent years, researchers have been incrgasioging into the domain of social and organisadibissues
to enrich our understanding of the human in th@loBurthermore, there appears to be a shift inhasip from
the network to the ‘networker’. One such reseattily, DSTO Task STR 03/24the Human Dimension of
Future Warfightingjs in its concluding months, and this paper gie®verview of its outcomes.

The aim of the Task was to investigate: how ADFspanel make sense of an NCW environment; how da#s t
understanding affect their behaviours; and whattlaeeimplications of this with respect to the ADggnned
transition to a seamless NCW force?

STR 03/242 comprised three interrelated piecegsdarch. The first was a review of the literatoecerning
NCW and future warfighting. The second was a senfel00 in-depth interviews with ADF personneuraeed
from deployment to the MEAO. The third was the elepment of theGo*Team simulation software.
Go*Team was developed to assist in further investigatingseovations from the interview program.
Specifically, Go*Teamis an artificial game environment that simulatepexts of NCW that appear to have
particular relevance to the human dimension. Titeanes of each of these will be discussed inghjzer, and
some of the recommendations will be outlined.

1. Introduction

In Australia today, the most significant organisatil adaptation underway is arguably that beingdooted
within the Australian Defence Organisation (ADQ), particular, the Australian Defence Force (ADFheT
context in which the ADF operates has changed dieaily over the past two decades. During thisetirthe
internet has revolutionised communication, glolii has expanded exponentially and transnatienadrism
has replaced the Cold War as a major national ggéssue. The battlespace of 20 years ago waly etgided
into land, sea, and air components. Today, thresiitional divisions are less clear and the needdmtness’ is
taken for granted. As the ongoing Coalition oderet in Iraq illustrate, the battlespace is now wieere the
temporal, social and political dimensions of wae &r more salient than ever before. Working withn-
traditional allies is fast becoming the norm, anht inow imperative for the ADF to interface withvariety of
non-military organisations.

The future context and the challenges this presenthie ADF were articulated in what are now thelyea
conceptual contributions dforce 2020(Department of Defence, 2002) and thature Warfighting Concept
(Department of Defence, 2003). Both documents dxtention to the range of operations the ADF nmast
perform, a spectrum that extends from emergendsfreperations to general warfighting and mattérsational



survival. They outline key transitions to be undken by the ADF in the coming years including neeeis for
training and organisational structures. Howeves,dentrepiece of these early efforts is the pianansition the
ADF toward Network Centric Warfare (NCW). It isgtplan that has laid the foundation for the redayistone
publication ofthe NCW RoadmagDepartment of Defence, 2005). The AustralM@W Roadmajsolated two
dimensions of NCW. The first was theetwork dimensignreferring to the physical systems providing
connectivity between sensors, commanders and tineséved in engaging the adversary. To date, thstv
majority of work in the NCW domain has been conddcwith the network dimension in mind. The other
dimension articulated by tHRoadmags thehuman dimensiofAustralian Department of Defence, 2005). Itis
this bilateral transition toward NCW that definee tADF’s adaptation to the demands of & @dntury context.

As stated earlier, efforts to progress the humamedsion of NCW have only just scratched the surfa@s is
likely to be partly due to the nebulous naturehaf human dimension as it arguably includes anyttordp with
people that may bear relevance to military openstid’he Australian Department of Defence is attémgpto
define and address the vast scope of this dimendiorthat end, in its official articulation of NCY{Department
of Defence, 2004), the human dimension was destabdollows:

The human dimension is based on professional myasted mission commandnd requires high
standards of training, education, doctrine, orgaatisn and leadership. This dimension is about the
way people collaborate to share their awarenessthef situation, so that they can fight more
effectively. It requires trust between warfightacsoss different levels, and trust between watégh
and their supporting agencies.

Together, the human and network dimensions of NOW assumed to provide a basis upon which the
operational capability of the ADF will be greatlgfanced. NCW is seen by many as an opportunitppoove

the level of situational awareness - to lift ‘thegfof war’ (Schmidtchen, 2005). It is associatathwynamic
information transfer at the ‘edge’ of the militamyganisations, knowledge-rich environments and naoiptive
command and control arrangements. Moreover, thierviof the network-centric force is one of ‘seassleess’
underpinned by high levels of interpersonal andrgroup cooperation (Department of Defence, 2005).

Recently the inevitability of such outcomes hasrbgaeestioned. As work in the NCW domain shiftsadlo
from the network to the human dimension, NCW comtaens have challenged the prevailing conception of
NCW on a number of fronts. Core to many challenigethe primacy of the human dimension, that ig, th
reliance ofall aspects of NCW upon people being able to think lagltave in particular ways. There is little
point in enhancing people’s connectivity, for exdenf they do not have the cognitive capacity togess the
information provided. Similarly, flooding a netwowith information would, in some circumstanceslyserve

to undermine situational awareness. DSTO Task SI/R4@ The Human Dimension of Future Warfightings
sought to shed light on such questions.

2. TheHuman Dimension of Future Warfighting (HDoFW) Task

STR 03/242, the Human Dimension of Future Warfightrask, was initiated in October 2003 and comglete
the end of March 2006. The primary research objectf this Task was to investigate, from an ADF
perspective, the human issues that need to bedswedi and supported to make the most of the fiNietevork
Centric Warfare (NCW) environment and to understdre changes that should ideally take place tonupé
this form of warfare. Three key research questiwae posed:

1. How do ADF personnel make sense of an NCW envirarithe
2. How does that understanding affect their behavidurs
3. What are the implications of this with respecthte ADF's planned transition to a seamless NCW farce

This final question opened the way for a rangesefieés to be explored including the ADF’s prepanatiad
training regimes, command and control arrangenmamdsinteroperability with other nations.

STR 03/242 included three interrelated pieces séaech. The first was a review of the literatubaaerning
NCW and future warfighting The second was a series of 100 in-depth intewvigith ADF personnel returned

1 warne, L., Ali, I., Bopping, D., Hart, D. and C.deae. (2004)The Network Centrit#Varrior: The Human Dimension of
Network Centric Warfare (UDSTO Report CR-0373, Defence Systems Analysis DinjsISL, Defence
Science and Technology Organisation, DepartmeBedénce, Edinburgh, S.A. (Approved for Public Rela



from deployment to the current conflict in the MEAQ he third was the development of tBe*Teamgame
software. Go*Teamwas developed to assist in further investigatibgeovations from the interview program.
Specifically, Go*Teamis an artificial environment that simulates aspexftNCW that appear to have particular
relevance to the human dimension.

21 Literaturereview

The first step taken in this task was a reviewhef éxisting literature concerning the human dimamsif NCW.
To this end, literature derived from both interaald external sources was reviewed. The formewudsc
relevant ADO publications as well as material gdifimm other DSTO tasks examining NCW-related issue
The literature was reviewed with several considenatin mind. Primary amongst them was: (i) théiniieg
characteristics of NCW, and (ii) the implicationsNCW for how ADF personnel will think, make deass,
and interact with one other. In terms of the latgarticular attention was paid to the trainingd askill
requirements brought about by NCW and to the ingpar¢ of less tangible factors, such as culturalpatitical
dynamics. The review also outlined the differebheveen traditional warfighting and that articuthtey NCW,
and summarised transformation paths that the ADBhmexploit in its move toward supporting NCW
organisationally.

While the literature review can be considered t@béndependent piece of research, its primarytfonavas a
scoping and supporting one for the task as whdBpecifically, on the basis of the review, a prografm
interviews with ADF personnel returned from the MBAvas developed and refined. Given that the review
stands alone as an independent piece of reseaneiil mot be discussed further in this paper. Thierested
reader is directed to Warne, Ali, Bopping, Hart &seoe (2004).

2.2 Interview program

Interviews were conducted with a purposive but eepntative sample of ADF personnel with MEAO
experience. The interview questions were largelgeld on future-warfighting issues prevalent in ¢bherent
NCW literature.

One hundred ADO personnel returned from deploynerthe Middle East, since the 2003 invasion of Jraq
participated in the intervievis Of these, 99 were ADF personnel with the renmgjrperson a civilian member
of the Department of Defence. ADF personnel wessvd from each of the three Services and from bio¢h
commissioned and non-commissioned ranks.

The interview program explored a range of issuekiding:

* pre-deployment preparation and training

* duties whilst deployed

» decision-making processes

e command and control (C2) arrangements and processes
e cooperation between Services, nations, or othencge

* information gathering and sharing

« formal and informal communication flows

» important skills and competencies

* lessons learned

2.2.1 .Emerging issues

Many questions arise when military personnel deglog the quality of pre-deployment training playsajor
role in reducing uncertainty and building confidendVith regard to this issue, previous operati@xglerience
and participation in exchange programs and/or mafitbnal exercises was regarded as the most valuabl
preparation for deployment. Likewise, effectiv@nbovers, when in-theatre, provided a basis fofidence
and the reduction of role uncertainty. Of concefas the variability concerning the amount of infation

A sample of 16 personnel from Operat®amatra Assistere also interviewed and it is envisaged thatrui¢wing of
such personnel will continue in the follow-on tagtowever, the results discussed in this reporbased on interviews
conducted with personnel returned from the MEAGyonl



provided to personnel prior to deployment, inclgdinotice to deploy. Furthermore, the importance of
familiarity and trust of fellow team members waslerscored.

With respect to C2, interview data indicated sosmués with command and an overload of human cogniti
exacerbated by multiple command lines, culturafedéinces and unpredictable tempo. It is important
recognise that there is a limit to the extent taclHlraining can assist in improving this issueurthermore, the
data obtained suggests that increased levels afectinity may, in fact, mean decreased levels ofotleed
authority.

Participants in the interview program also desctitieeir experiences working with the Americans.eyspoke
of the factors affecting the degree to which thisrking relationship was an effective one, and ersjsea
human rather than technological issues. Theseaidad the critical role played by embedded, liaisand

exchange staff, and the impact of secrecy and cdmpatalisation of information. Trust proved to he
positive and defining element in these respectsilitieting the role of liaison officers and the sing of

classified information. Cultural differences invislg command philosophy, skills and specialisatjaml legal
and doctrinal frameworks emerged.

Interviewees demonstrated an appreciation of jesgrand a willingness to promote jointness in otdevork

effectively in the MEAO. Having said that, issuetating to service identity may still impede trehigvement
of a totally seamless joint force. A consistemvwiwas that prior joint experience is the most énglfactor for

working effectively in joint operations. An imparit consideration concerns the difference betweenirg

experience of jointness in a theatre of operatiasppposed to within Australian exercises. Tieeeneed for
more joint training and for continuous and comprediie rehearsal.

It is generally believed that the human dimens®the least understood and researched domain of NE&Y,
there appears to be a shift in emphasis from theank to the ‘networker’, that is, the individuaérson. The
research data clearly indicate the critical roleupied by the networker. A willingness to colladter and
connect with others are necessary ingredients faldihg situational awareness, achieving agilitydan
ultimately, securing successful mission outcomekust is the ‘glue’ that keeps networkers togethed
provides an underlying foundation for collaboratenmd the sharing of classified information. Outadshows
that personal networks provides a means to obt#irat®nal awareness when the availability of secur
communication networks could not be guaranteed.

The importance of contextual factors and the netatinability of electronic communication methodsdan
information systems to provide these came acrassi@ly in the interviews. Moreover, the assumptibat
more data and information is almost necessarilyebehan less was also called into significant tjoas A
person’s understanding of not only their own sitwabut also that of the others with whom they camivate
with plays a very important part in shaping howt tt@mmunication takes place (and possibly evena€curs at
all) and, consequently, in its effectiveness invaying intentions, meanings and implications. Tetbgical
interconnection therefore provides, manifestly,yotile barest of bare bones on which to build a es&fcl
communicative infrastructure through which the ainhs of network-centric warfare can be achieved.

2.3Go*Team

A parallel activity of the HDoFW Task was the deymhent of a simulation to further investigate the
observations and findings from the interview pragrand other research performed by the team. TEhahe
purpose of this activity was to create an artifieiavironment that simulates aspects of NCW thatapto have
particular relevance to human and group functiominidpis kind of environment.

The outcome of this was a computerised team verdidhe ancient strategy game of Go, which is lelieto
have been originally developed in China betweeeetand four millennia ago. The game is called Gatie
and forms part of a research effort investigatirggyvhpeople and groups coordinate, cooperate ande shar
information, especially in a military network-centrenvironment. Of particular interest in the resbaare
human or group related factors that may impede \@neprevent the successful achievement of such
coordination, cooperation and information sharirespite the availability or presence of the techgicl
capability to support it.

Accordingly, Go*Team is designed to embed its ptaya an environment that involves conflict (witfetother
team or teams involved in the game), cooperati@hcaordination, but also competition (with and betw the
players in one’s own team), uncertainty, complexhd information sharing (through the need to cuaily



synthesise, in a dynamic situation, multiple fragtaey and local perspectives into an overall situne
picture), timely and appropriate decision makingrqigh the need to balance the time taken for atequ
situational analysis and the pressure to avoidgbewertaken by events). In addition to these d@spéee game
is designed to be played in a network-centric emriment in which players can be required, or chowseake
use of modern communication tools such as emaitevaver IP, group support systems, chat roomstamtike
to effect the cooperation and coordination theydneesuccessfully play the game.

2.3.1 Differences between Go and Go*Team

Go, in its standard form, is a strategy game played square board with 19 parallel, evenly spdiced per
side. The two opposing players each have a cmledf “stones” (181 for black and 180 for whitegch of
which may be placed on an intersection of two eflthes on the board. Once placed, a stone cdnoioved
or removed, unless later captured. The fundameaimnalof the game is to encompass as much terrgorthe
board as possible, which essentially involves mby attempting to surround “virgin” territory butsa trying to
capture opposition stones in order to remove thach thereby gain the territory previously held untiegir
control.

In Go*Team, the opposing sides consist of two (wssibly, more than two) teams of players rathanth
individuals. The reason for this is to introduntithe game the need to coordinate and coopertim\groups
of individuals. Moreover, each individual playera team has their own collection of stones, oveickvthey
have complete control regarding whether, when ahdrevthey are to be placed on the board. The mefaso
this is to give each individual in the team autogydmterms of what happens to their stones. fdssible, for
example, that the team, or at least the other mesniifeit, may decide they want a particular play@put a
stone in a certain position, but the ultimate deciavhether and how much to cooperate with the rotheam
members in the use of “their” resource is up toplager who owns the stone.

Individual players in a team each have only theindocal view of the overall Go*Team “world” in wth they
are embedded. This view consists of a board shottiegositions of their own stones plus any stafethe

opposing team that are closer to their stonestthase of any other player on their team. This ffication is to

introduce the problem of information sharing anggmation into the game. Since each player hag amhbcal

and partial picture of what is going on, it is nexary that they share what they can see with ther obembers
in order to develop an integrated overall picturéhe state of the board — and even if they cacesgfully and
accurately achieve this in the time available, tegl have to decide not only what is the besttrmanve, but
who should make it. And further, the situationytlee trying to grapple with is dynamic as well dese the
opposing team may have made one or possibly movesria the meantime.

The overall winner of the Go*Team game is not artdmt an individual player; the player whose teafedts
the opposition, but who also has a greater propomif their own collection of stones remaining de board
than any other player in their team. This is tordduce an element of competition as well as ccaijper
between the players in a team in that, while agilaannot win unless their team also wins (so theye to
share information, coordinate and cooperate wighatmer team members in order to achieve thisast)ethey
also have the motivation to work to their own adege as far as is possible within the bounds df ekarall
cooperation necessary to ensure that their own t@ars. The reader interested in more informatitoud
Go*Team is directed to Hart, Eronen, Jagiello & W&r(2006), and Jagiello, Eronen, Tay, Hart, Wagne
Hasan (2006).

2.3.2 Current State of Go*Team

Go*Team is now developed to a stage of readinesgriactical application. Technically, the systenrabust
and functional. Protocols for running Go*Team ga&ss are currently being iteratively designed aested.
These include appropriate settings of system paesjesuch as timing and communications media, elkas
the identification and standardisation of conssuotmeasure suitable attributes of the playemsdigiduals and
as teams. Lessons learnt from the observatioraaatysis of sessions with Go*Team to date have shibwat
the system provides a holistic and realistic exgyer@ in situations where all these elements afaein€ing
factors. These sessions have involved games betigaens of between 2 to 4 who have communicatdehilgr
or via electronic chat. Data on these sessiong lcame from observations of the playing of the game
through post-game reflective de-briefings.

The Go*Team game was designed to be a researcbleghat can be used to investigate a number afeel
issues. It is built on a simulation framework tgates great flexibility, in terms of varying thame parameters,



to suit a number of different purposes. The Gattesystem has potential for researching in detaiipugh
planned simulations, the conditions for optimiséféaiveness in strategic network-centric decisioaking
under stress.

It is evident from exercises to date that, in daddito its use for research, Go*Team can also legl @isr both
training and profiling. It can be used to identifgople with, and train them to further develop sthattributes
that will enable them to perform effectively in thetwork-centric environment. Go*Team has the bba to
be used for training in strategic team-based datishaking under various forms of stress, includimge
pressures and conditions where information is itisted among disparate team members. Through \ddsen
and measurement of individual performance in Gotiiesessions, it also has a potential use in prgfin
individual's capacity to work as a team player inedwork-centric configuration.

Extensive military testing and research with théT&am simulation has been beyond the scope of heRWV
task. However, there is enormous potential foeaesh use of this software to test and quantifytthman
dimension of human issues in the NCW environmamd,this will be investigated in the follow-on task.

3. Recommendations Arising from the Resear ch

A number of recommendations have been made onabis of the HDoFW task. They directly support the
transition of the ADF from a network-aware forceatoetwork-enabled force and inform future itenasiof the
NCW RoadmapA selection of these recommendations is liseldw:

With regard to Jointness:

» Opportunities to rehearse jointness should be gealvat all levels (rank/task) as follows:

» Practice jointness through elements of formal trajn social learning, continuous education,
socialisation and an awareness of each Servicereult

» Ensure jointness rehearsals are conducted atgitratectical, and operational levels.

» Promote cooperation within competitive situatiosgg the Go*Team application.

» A capability for jointness should be developedakoivs:

» Address cross-cultural (i.e., service) awarenegsypersonal and communications skills and the
ability to build trust.

» Identify and practice the matrix reporting and awitly structures required to support jointness and
to meet the needs of each service (vertical repgrtend the objectives of the joint group
(horizontal reporting).

* Accommodate the dynamics of jointness by changinogig composition and group exercises, and
by performing exercises in diverse environments.

» The ADF should move towards Joint CompetenciesTaades training, and increase opportunities for
more Joint Education and Training to facilitate fhoence.

With regard to Preparation and Readiness and ‘Neked Centric Warfare:

The ADF should seek to continually improve the px whereby personnel are prepared for major
deployments with a particular emphasis on redunifgyuncertainty.

Pre-deployment training should be specificallya@ed to the situation, posting, and location tochhi
military personnel are to be deployed (whether pkaeping or battlefield operations).

Due to the presence of the media in the battlef@ldADF personnel should be made aware of media
relations and associated legal considerations.

The ADF must set in place policies that retain th@st experienced of its personnel rather than risk
losing those who are at their peak effectivenesstfiose at the 15-20 year service mark).

ADF members’ operational experience and prepareds®uld be increased by rotating more
personnel through operating environments on shatéggoyments, by encouraging exchanges and
secondments to Coalition partners and by developioge realistic training exercises.

» Research should be undertaken into the potentiglicapion of electronic techniques for supporting
relationship building and social interaction (evi;tual communities) as a means of encouraging the
development of informal links and relationshipsvietn personnel from across the ADF and, possibly,
appropriate international forces as well.

YV VvV YV VY V¥V

With regards to Command and Control



Training, preparation and experience should en@blamanders as well as other personnel to:

» understand the limitations of the human cognitiamd sbe aware of the ways in which the
communication process can be managed so as tofoatee occurrence of “transmission errors”.

» broaden their own perceptual skills so as to redbeg own chances of misinterpretation, and enable
them to challenge prevailing mental models.

With regard to Communication, Context, and Signs:

» Opportunities for cross-posting between units, isessand other military forces with whom there is a
likelihood of interoperating should be maximiseddrder to assist in the development of personal
contacts, informal networks and mutual knowledgd anderstanding that will aid in the effectiveness
of communication between them. Such cross-postsigsild include training positions as well as
operational positions.

» Increased training of Defence force members in tedaially intensive, pressured, and joint
environments should be undertaken so that they bmmome acquainted and accustomed to the
opportunities, deficiencies and challenges chariatite of those environments.

» The all too common focus on technological intera@mtion between operational level units as well as
higher authority in the Defence organisation shdédbetter balanced by a similar focus on the non-
technological issues related to communication &ffeness. Electronic communication protocol,s as
well as a means to better address contextual issugpossibly increase the richness of the medium,
should therefore be investigated.

» The Go*Team simulation environment should be usdddilitate the issues outlined above.

» Research concerning the relationship between seakéig and the information environment of the
modern military operations (i.e., tempo, workloadprmation overload) should be continued.

3. Conclusion

The outcomes of DSTO Task STR 03/2ZA2 Human Dimension of Future Warfightisgbstantiate the claim
made by Albert and Hayes (2003) that NCW requireatly enhanced peer-to-peer interactions. Inrotieeds,
it requires the focus to be on the ‘networker’ easthhan the network itself. Although Information &g
technologies are claimed to have reduced the fagfiaction of war, the human dimension remains pavan
ensuring the co-ordinated effort required to reatismmander’s intent.

There is still much work to do in this area, and tbam involved in the HDoFW task has now been ldaudnd
is currently embarking on a new task, STR 06/16&,Human Dimension of Future Force Enablers, btailde
on this work will be the subject of a later paper.
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